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	                                  Systems Administrator

Reports to: Technology Director
                Supervises: None



Job Summary
Under the supervision of the Director of Technology, this employee serves as the primary administrator for CADL's data center infrastructure, Microsoft 365 environment, identity services, and backup and recovery systems. The position also supports and collaborates on network administration and cybersecurity initiatives to maintain secure and reliable technology operations.
Duties and Responsibilities
1. Plans, procures, implements, documents, monitors, and maintains CADL's data center infrastructure and server systems, including hardware, virtualization, storage, clustering, operating systems, and related services.

2. Manages enterprise identity and network infrastructure services, including directory services, authentication, DNS, DHCP, and related systems.

3. Administers CADL's Microsoft 365 environment, including hybrid identity and messaging services, SharePoint Online, OneDrive, Teams, and enterprise voice solutions.

4. Designs and manages backup, recovery, access control, permissions, data retention, and disaster recovery processes and policies to ensure the security, availability, and integrity of organizational data and services.

5. In collaboration with the Technology Director and service providers, implements, documents, monitors, and maintains CADL's enterprise network infrastructure, including wide area, local area, wireless, internet connectivity, and secure remote access services across all locations and the bookmobile.

6. In collaboration with the Technology Director and service providers, manages network security systems, policies, and procedures, including an enterprise firewall, content filtering, endpoint protection, email security, multi-factor authentication, and incident response. Collaborates on auditing and compliance.

7. In collaboration with the Facilities Director and Desktop Specialist, supports implementation and management of alarm systems, building controls, security cameras, video management systems, people counting systems, and related infrastructure.

8. Documents workflows, procedures, and key responsibilities to support operational continuity and facilitate cross-training and coverage as needed.

9. Works collaboratively with CADL staff at all levels to gather feedback, develop solutions, solve problems, and impart knowledge.

10. Works collaboratively as part of the Information Technology team, suggesting, planning, and implementing projects to continually improve the technology environment at CADL. Provides backup support for team functions as needed to ensure continuity of services and operations. Participates in collaborative problem solving.

11. Participates in committees and initiatives as assigned, such as Technology Training Committee and Michigan Digital Preservation Network.

12. Other duties as assigned.
Minimum Qualifications
· Associate’s or bachelor’s degree in a related field. Relevant industry certifications in areas such as cloud services, Microsoft 365, systems administration, identity and access management, data protection and recovery, virtualization, networking, and cybersecurity are desirable.

· Strong technical knowledge and experience in several of the following areas, with the aptitude and initiative to develop proficiency across all areas over time: 

· Windows Server administration, enterprise identity and network services, virtualization platforms, and hybrid on-premises/cloud environments.

· Microsoft 365 administration 

· Enterprise networking fundamentals, including structured cabling, copper and fiber infrastructure, network hardware, Ethernet switching, VLANs, TCP/IP, IP addressing, routing, DNS, DHCP, VPN technologies, and network troubleshooting 

· Network and data security frameworks, such as CIS Controls or NIST CSF

· Command-line administration and automation tools, such as PowerShell, Linux/Unix shells, switch and firewall CLIs

· Experience installing and managing servers in an organization with 100+ desktops.

· Experience supporting networks for a multi-location organization.

· Demonstrated success in troubleshooting and resolving complex technical problems, including the ability to understand abstract concepts and translate them into effective solutions.

· An understanding of and an interest in the mission of public libraries.

· Physical ability to perform the essential functions of the job.

· Ability to travel among CADL facilities as needed to perform in-person maintenance. Driving record must be at a level that our current insurance provider finds acceptable for insurability.

· Customer service orientation.

· Effective written and oral communication skills.

· Ability to work independently on projects.

· Ability to establish and maintain an effective working relationship with co-workers, vendors, and the public.

· Ability to conduct oneself with tact and courtesy. 

· Successful completion of one-year probationary period.
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